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Abstract

Current approaches to evaluating frontier AI safety typically emphasize static
benchmarks, third-party annotations, and red-teaming. In this paper, we review
existing evaluation methods, highlight limitations, and argue that AI safety research
should incorporate human-centered evaluations that measure harmful capability
uplift—the marginal increase in a user’s ability to cause harm with a frontier model
beyond what conventional tools already enable. Drawing on nascent work in this
area, we position harmful capability uplift as a foundational consideration for AI
safety, ground it in prior research, and provide concrete methodological guidance
for systematic evaluation. We conclude with actionable implementation steps for
developers, researchers, funders, and regulators to make harmful capability uplift
evaluation a standard practice alongside traditional benchmarks.

1 Introduction

Recent advances in frontier AI models have dramatically expanded their capabilities. Systems that
once struggled with basic question answering now produce runnable software code, integrate and
interpret multiple forms of data (e.g., images, text, audio), and complete complex tasks at the level
of domain experts. Consequently, their potential to benefit as well as harm society has expanded
dramatically. In response, the AI safety community has developed an extensive toolkit of in-vitro
evaluations—benchmarks for truthfulness, toxicity, bias, refusal consistency, jailbreak resistance,
autonomy, and more [Gehman et al., 2020, Lin et al., 2022, Rauh et al., 2022, Chao et al., 2024, Cui
et al., 2024, Liu et al., 2023]. These tests are fast, reproducible, and increasingly standardized, with
each major model debut accompanied by a scorecard of headline metrics.

However, strong performance on static benchmarks often coexists with headline-grabbing failures in
the wild [El Atillah, 2023, Nelken-Zitser, 2024, Milmo, 2023]. For example, frontier models that
pass toxicity filters can still amplify extremist rhetoric when prompted creatively [Gilbert, 2024].
Empirically, improvements in scores on safety benchmarks track general capability scaling, leaving
open the possibility of safety-washing—relabeling raw performance improvements as safety progress
[Ren et al., 2024]. While some model evaluations involve people, most position humans as external
judges rather than embedded actors. Researchers may recruit people to label outputs for harmfulness
[Bai et al., 2022, Cheong et al., 2025, Grey and Segerie, 2025], but they rarely assess how much harm
people can cause when using the same model as a co-conspirator. Moreover, current static evaluation
approaches cannot capture the harms that emerge through sustained human-AI interactions [Ibrahim
et al., 2024].
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Figure 1: Approaches to AI Safety Evaluation. (Left) Current evaluations focus on isolated AI model
outputs using static benchmarks, with human judges occasionally assessing the output from external
observation points. (Right) The proposed approach evaluates the human-AI system, measuring what
malicious tasks a human-AI combination can accomplish using the harmful capability uplift metric.

Given these limitations, we argue that AI safety research should incorporate human-centered
evaluations that focus on measuring harmful capability uplift—the incremental change in a
user’s capacity to cause harm when assisted by frontier models. Evaluating harmful capability
uplift shifts the focus of AI safety from “Does the model ever emit dangerous content?” toward
“Does the model meaningfully increase the harmful actions users can perform?”

Evaluating harmful capability uplift, however, is methodologically demanding. It requires experiments
with human subjects that capture the dynamic, adaptive ways people incorporate suggestions from
frontier models into their workflows. As highlighted by [Ibrahim et al., 2024], human–computer
interaction (HCI) research offer useful tools for AI safety research. For instance, researchers
have for decades conducted user studies [Lazar et al., 2017], run controlled experiments [Carroll,
1997], and developed theory-driven models of augmentation [Licklider, 1960]; yet these methods
have been used almost exclusively for benign applications—such as writing assistance or medical
decision-making—rather than for assessing malicious scenarios. Malicious tasks introduce distinct
methodological challenges, including adversarial objectives, hidden ground truth, and serious ethical
constraints on “live-fire” trials.

To position harmful capability uplift as a standard practice in AI safety evaluation, we structure
our analysis around four key contributions: First, we examine the three main pillars of today’s
safety evaluation—static benchmarks, third-party annotations, and red teaming—and highlight
their systematic blind spots in measuring how AI systems amplify human capabilities for harmful
purposes (§2); Second, we frame harmful capability uplift as a fundamental consideration in AI
safety, ground it in human-AI collaboration research, and demonstrate its relevance to emerging
governance frameworks (§3); Third, drawing on established practices in HCI and behavioral science,
we provide concrete methodological guidance for systematic uplift evaluation, including experimental
design principles, proxy task validation through task similarity frameworks, recommended statistical
practices, and predictive models that enable generalization across rapidly evolving AI systems
(§4); Fourth, we translate our methodology into actionable steps for key stakeholders—developers,
researchers, funders, and regulators—and propose coordinated infrastructure through AI Safety
Institutes to enable routine, standardized, and audit-ready harmful capability uplift assessment (§5).

Current AI safety evaluations rarely measure how much frontier models amplify harmful human
capabilities beyond conventional tools. Robust, human-centered measurement of harmful capability
uplift is needed to align AI safety assessments with realistic risks.
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2 Gaps in Existing AI Safety Evaluations

2.1 Static Benchmarks: Strong Statistical Measures but Limited Real-World Insight

Many current evaluations of AI safety involve comparing a model’s behavior in vitro against a set of
static tests. A growing ecosystem of public datasets probes specific failure modes such as truthfulness,
toxicity, bias, refusal consistency, and jailbreak resistance [Gehman et al., 2020, Lin et al., 2022,
Rauh et al., 2022, Chao et al., 2024, Cui et al., 2024, Liu et al., 2023]. Major AI labs often report
performance on these benchmarks when releasing new models, presenting these metrics as indicators
of safety progress [DeepMind, 2025b, OpenAI et al., 2024, Anthropic, 2025b, Grattafiori et al., 2024].

While these benchmarks can provide valuable insights into model behavior and potential risks, they
face important limitations. For example, models can “sandbag”—deliberately under-performing
or refusing during public evaluations to conceal stronger, potentially dangerous capabilities that
may surface after deployment [van der Weij et al., 2024]. Recent meta-analyses show that safety
benchmark performance often tracks general capability improvements rather than techniques that
uniquely reduce risk [Ren et al., 2024], which can lead to “safetywashing,” where ordinary capability
scaling (more parameters or compute) masquerades as safety progress [Ren et al., 2024, Grey and
Segerie, 2025]. Additionally, as highlighted by [Ibrahim et al., 2024], static benchmarks cannot
capture the harms that emerge through sustained back-and-forth human-AI interactions.

2.2 Human Evaluations: Assessors not Collaborators

While some evaluations collect human data, they typically employ human participants as external
evaluators rather than integral components in the safety evaluation. In these studies, human raters
assess model outputs for harmfulness, truthfulness, or helpfulness, providing qualitative judgments
that complement quantitative benchmark scores [Liang et al., 2022, Ouyang et al., 2022, Bai et al.,
2022]. For example, when evaluating the chemical, biological, radiological and nuclear (CBRN)
risk posed by their model, Google asked domain experts to judge whether the Gemini API Ultra
model and Gemini Advanced could accurately answer a series of 50 adversarial questions [DeepMind,
2025b].

This approach, while valuable for identifying problematic outputs, has significant limitations as a
comprehensive measure of AI safety. The human evaluators function primarily as measurement
instruments rather than active participants whose capabilities might be directly influenced by the
model. These evaluators may also exhibit limitations in domain knowledge and inherent biases that
affect judgment consistency [Morgan, 2014, Dror, 2020, Hämäläinen and Alnajjar, 2021]. Even in
specialized fields like biosecurity, substantial expert disagreement exists regarding the magnitude of
risk AI advances pose, with a recent Nuclear Threat Initiative report highlighting significant variance
in expert assessment of AI biosecurity threats and appropriate mitigation strategies [Carter et al.,
2023]. By positioning humans outside the human-AI interaction loop, these evaluations also fail
to capture how people might leverage, modify, or operationalize model outputs to pursue harmful
objectives.

2.3 Red Teaming: Important Probe but Incomplete Safeguard

In response to these limitations, evaluations have increasingly adopted red-teaming studies, which
involve deliberate attempts to elicit harmful outputs from frontier models [Ganguli et al., 2022].
Frontier labs deploy both in-house and external red-team specialists to probe models pre-release, with
findings distilled into public system cards [Anthropic, 2025b, DeepMind, 2025b, OpenAI et al., 2024].
Community-scale events and automated approaches using language models to generate adversarial
prompts at scale complement these efforts [Perez et al., 2022, Hong et al., 2024, Beutel et al., 2024,
Marks et al., 2025]. A consistent pattern emerges: models that excel on standard benchmarks can
still be coerced into disallowed behavior, underscoring the need for sustained adversarial exploration.

However, today’s red-teaming practice remains elicitation-centric—exercises end as soon as harmful
content appears, leaving unanswered whether and how users might operationalize that content. Many
campaigns occur behind closed doors, producing only terse system card summaries with limited
methodological detail and little to no possibility for reproducibility [Anthropic, 2025b, DeepMind,
2025b, OpenAI et al., 2024]. Critically, red-team reports rarely include counterfactual baselines
to measure what motivated humans could accomplish using conventional tools such as standard
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Figure 2: The Harmful Capability Uplift Framework. (Left) The harmful capability uplift metric
U quanti�es how much frontier models amplify the ability of people to perform malicious tasks.
(Middle) Novel capability acquisition occurs when AI assistance enables previously impossible tasks.
(Right) Hypothetical biosecurity analysis demonstrates how harmful capability uplift can vary across
task dimensions.

web search, leaving the incremental harmful capability uplift unmeasured. This gap is particularly
concerning as the �eld increasingly maps qualitative red-teaming �ndings to quantitative metrics
without addressing the foundational question: How much do these systems amplify users' harmful
capabilities beyond existing resources?

3 The Importance but Dearth of Harmful Capability Uplift Experiments

We argue the �eld needs to adopt an explicit measure of harmful capability uplift—the marginal
advantage a determined user gains from wielding a model, relative to open-source documents, search
engines, and commodity software already available. Leading AI companies have acknowledged the
importance of this concept: OpenAI vows to track whether models “provide meaningful counter-
factual assistance” to novice actors creating biological threats [OpenAI, 2025], Anthropic pledges
to identify if models “signi�cantly help” individuals deploy CBRN weapons [Anthropic, 2025a],
and Google promises to track assistance with “high impact cyber attacks” [DeepMind, 2025a]. Yet
companies operationalize these commitments through incompatible methodologies—varying tasks,
evaluation criteria, and reporting practices—preventing meaningful comparison and cumulative
scienti�c progress.

Harmful capability uplift occupies a critical blind spot in human-AI collaboration research. While
researchers extensively study how AI augments capabilities in constructive contexts—from clinical
decision support to collaborative writing [Mirowski et al., 2023, Petridis et al., 2023, Takerngsaksiri
et al., 2024, Kim et al., 2025]—they have largely overlooked malicious applications. Insights from
benign tasks do not readily generalize to malicious contexts, as these tasks exhibit fundamentally
different characteristics: adversarial objectives with obscured methods versus transparent evaluation
criteria, exploitation of system vulnerabilities versus operation within designed parameters, and focus
on worst-case uplift for determined bad actors versus average-case improvements for typical users
[Vaccaro et al., 2024].

Indeed, our review reveals a concerning lack of research in harmful capability uplift assessment.
Existing studies—including evaluations by Anthropic [Anthropic, 2025b], OpenAI [Patwardhan et al.,
2024], and Meta [Gratta�ori et al., 2024]—suffer from inadequate sample sizes, missing control
conditions, and inconsistent evaluation frameworks that prevent meaningful cross-study comparison.
As frontier models approach capability thresholds in high-risk domains, the �eld urgently needs
more systematic, reproducible methodologies grounded in established HCI and behavioral science
practices.
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4 A Methodological Framework for Improving Harmful Capability Uplift
Studies

4.1 Experimental Design: From Research Questions to Necessary Conditions

The accurate measurement of harmful capability uplift requires, at minimum, a three-condition
experimental design that allows for direct comparison between: (1) Human (or group) alone in
which individual human participants or teams complete tasks without AI assistance but with access to
common tools like web search engines, documentation, and other existing resources typically available
to them. This condition establishes the baseline capability level of humans using conventional
methods, ensuring a realistic comparison that does not arti�cially de�ate unassisted performance;
(2) AI alone in which the AI system completes the same tasks independently, demonstrating the
system's autonomous capabilities. This condition helps distinguish whether observed outcomes in the
human-AI condition re�ect genuine synergy or merely the AI's capabilities being channeled through
a human operator; (3) Human-AI (or group-AI) system in which individual participants or teams
complete tasks with AI assistance, using the same interface and interaction patterns that would be
available in real-world deployments. This condition measures the integrated performance that results
from human-AI collaboration.

Harmful capability uplift depends strongly on the speci�c conditions under which humans and AI
interact. Evaluations should therefore explicitly consider deployment factors that could amplify
performance, such as participant training or familiarity with the model, improvements in model
capabilities due to �ne-tuning, scaffolding or increases in inference-time compute, and repeated
interactions that allow users to adapt or learn over time. Understanding these factors helps iden-
tify realistic scenarios where human–AI collaborations may cross critical thresholds of capability,
informing proactive safety measures.

4.2 The Proxy Task Challenge: Using Safe Tasks to Predict Dangerous Capabilities

Selecting appropriate tasks is one of the most critical yet challenging aspects of harmful capability
uplift assessment. Directly measuring performance in tasks with genuine harmful potential, such as
developing biological weapons, executing sophisticated cyberattacks, or designing misinformation
campaigns, raises clear ethical and security concerns. Consequently, researchers should rely on proxy,
potentially stylized, tasks that approximate the capabilities of interest while remaining ethically
acceptable. However, performance on proxy tasks does not always reliably predict outcomes in
real-world decision-making scenarios, especially in human–AI interactions [Buçinca et al., 2020],
introducing unavoidable external validity challenges.

To address this challenge systematically, we propose leveraging recent methodological advances
from integrative experimental frameworks, such as the Task Space approach [Almaatouq et al., 2022,
Hu et al., 2023]. This approach quanti�es task similarities along multiple theoretically informed
dimensions, allowing researchers to precisely characterize how proxy tasks relate to genuine tasks of
concern. Researchers can validate proxies by �rst demonstrating predictive validity for performance
on similar yet distinct tasks within this multidimensional space. Speci�cally, an embedding-based
task similarity index can be de�ned to quantify distances between tasks, requiring proxy tasks to
demonstrate strong predictive performance (e.g., an out-of-sampleR2 > 0:25) for tasks within a
prespeci�ed similarity range before extending �ndings to dissimilar target tasks (see Section 8.2 for
more details). By publishing both the task taxonomy and associated similarity values, researchers
can position new proxy tasks within a common, standardized space, thereby facilitating cumulative
scienti�c progress rather than disconnected, single-study efforts

4.3 Quantifying Harmful Capability Uplift: Metrics, Interpretation, and Applications

We propose the harmful capability uplift ratio as the primary metric for quantifying the capability
enhancement provided by AI systems. We de�ne this ratio as the Human-AI performance divided by
Human-alone performanceU = HAI

H .

This metric has several advantages for safety assessment and was recently employed by Anthropic
in their uplift evaluation study [Anthropic, 2025b]. It offers intuitive interpretability: a ratio of
1.0 indicates no capability enhancement, while values greater than 1.0 represent proportional im-
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